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Introduction ‘T

Antoine Duparay — Fla
* Developer at La Roue Verte
* Focused on privacy on the Internet
* Contribute to Mozilla, diaspora*, Framasoft

Marien Fressinaud

* Developer at Sogilis
* Develop Free software since 2011 (FreshRSS, Lessy)

 Contribute to Framasoft (of course!)
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Introduction

Framasoft

* Non-profit organization from educational sector, born in 2004
* Promote Free culture and more specifically, Free software

» Started by teachers with Framalibre, a list of available Free
software

» Started Dégooglisons Internet in 2014
* Now has 7 employees + 35 volunteers = a group of friends

* Taxes deductible: donations are nearly our only source of
Income
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The GAFAM, what’s the
problem?

When data analysis draw a
new (dangerous) world
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The GAFAM, what’s the problem? ‘T

Quick reminder: they’re big.
And they’re all mining data.
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The GAFAM, what’s the problem? ‘T

Yeah, sure, but technology is fun.
Besides,

| have nothing to hide!
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The GAFAM, what’s the problem?

Privacy: to be able to act freely

*You are your data
* They are mined and analyzed
* Correlations become the truth

* But your profile i1s similar to someone...

*...who’s not perfect. Too bad.
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The GAFAM, what’s the problem? 'T

From centralization to mass surveillance

* Databases are available for governments

* |t's easy to search and monitor

* And it's easy to shutdown

* GAFAM are even proactive to moderate users

* And then you start to censor yourself, thinking “this
could be bad for me in the future”

* Cloud providers need data for advertisement, states
need it for mass surveillance.

Everybody’s happy! So why lower taxes?
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The GAFAM, what’s the problem?

Biggest dependency ever!

* The best services, for “free”

* But Term of Service can change at any time (On what
you're allowed to say, do, or even the platforms supported... Thank
you, Google Map!)

* Or even close. (Google Reader, iGoogle, Google Wave, Google
Buzz, Picasa, Google Code...)

* And suddenly, you're very alone. Good luck trying to
catch a human
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The GAFAM, what’s the problem?

Quick summary, you asked?

* You will pay more
because your data are
analyzed

* You will be more
monitored (and pay more)

* Your business can be
Impacted or even
disappear without you
being able to do anything
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Antoine Duparay
Marien Fressinaud

To De-Google-ify, and
beyond!

(or why Framasoft is only a part of
the solution)
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To De-Google-ify, and beyond !

Problem
GAFAM have too much power on our data

Solution
Make people using alternative services
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To De-Google-ify, and beyond !

De-Google-ify Is about:

* Promoting alternative services to GAFAM

* Providing demonstration installations

* Documenting how to install services so "everyone" can
host them by itself
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To De-Google-ify, and beyond !

* Freedom (Liberté): use Free software only

* Ethic: never exploit user data

* Decentralization: commit to facilitate self-hosting and
data interoperability

» Solidarity: promote user respect and autonomy
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To De-Google-ify, and beyond ! 'T

More specifically...
* Framadate
* Framapad
* Framasphere
* Framagit
* Framabee
* Framagenda
* Framaforms
* Framalistes
* Framatalk

Frama

i

US SOMMES EN 2016 APRES JESUS-CHRIST. TOUTE LA TOILE EST OCCUPEE PAR DES

SERVICES CENTRALISES.. TOUTE ? NON | UNE COMMUNAUTE PEUPLEE

D'IRREDUCTIBLES LIBRISTES RESISTE ENCORE ET TOUJOURS A L'ENVAHISSEUR. ET LA i M

VIE N'EST PAS FACILE POUR LES GARNISONS DES CAMPS RETRANCHES DE FERMETUM, &
CENTRALISUM, ESPIONNUM ET PRIVATUM...

*And a LOT more on degooglisons-internet.org
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To De-Google-ify, and beyond ! 'T

(New) problem

People are using our services
BUT they don’t leave

Solution
spread the CHATONS (~ KITTENS)
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To De-Google-ify, and beyond !

* Collectif des |

* Hébergeurs < .
* Alternatifs |

* Transparents B\
* Quverts

* Neutres et

* Solidaires
Antoine Duparay Snowcamp 2018 | O]
Marien Fressinaud Framasoft @



To De-Google-ify, and beyond !

* Collective of already 50 associations, enterprises and
iIndividuals

* 1 manifest + 1 charter = many ethic and technical
engagements

* AMAP: local networkS, meet your host(s)

* CHATONS still needs to grow
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To De-Google-ify, and beyond !

Problem
Free software have to be improved (a lot!)

Solution

Promote Contributopia within an aware
and educated society
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To De-Google-ify, and beyond ! 'T

Contributopia is about:

* users, users and users! Free software iIs a common, It's owned
by all of us

e contribution which is a fundamental Free software value... but
we sometimes forget what it really means

*focusing our speech on those who are already promoting
contribution in other fields
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To De-Google-ify, and beyond ! 'T

* Build and propose new services with and for end
users (not only geeks)

* Convey skills, promote autonomy and local
networks everywhere

* Inspire today’s consumers so they become
contributors of tomorrow
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To De-Google-ify, and beyond !

A quick summary, you asked?

* Users are essential, GAFAM issues concern them as well!

* Contribution is a difficult step that Framasoft aims to
facilitate

*\We need YOU to get involved
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Things are changing right now
Get involved!

(or why YOU will help us to
make the world a bit better)
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Get involved!
The Internet is made by

* Your choice implies more t

YOU

nan yourself

* You are the one who Is bul
e Ethic has to be at the core

ding the tool
of your code

* You have to protect your users data.
GDPR is coming in May. One tool: the CNIL

website: https://www.cnil.fr/
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Get involved! 'T

Alright, so what can | do?

Besides using Free software and hosting yourself, of course

INVOLVED
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Get involved! 'T
Use HTTPS

*Use HTTPS (Security).

*Use HTTPS (Performance).
*Use HTTPS (SEO).

*Did | say you must use HTTPS?

* (And it's even free and easy now with Let’'s Encrypt!)

Antoine Duparay Snowcamp 2018 | O]
Marien Fressinaud Framasoft @



Get involved! ’T

Avoid or mitigate third-parties
Keep control on your performance, availability and security

* Analytics: Track server side or use Piwik

* Avoid CDN (Jquery, Google Fonts, ...)
* Embedding (YouTube, Facebook & Twitter, ...)

<div id="my-video"></div>
<script type="text/javascript"=
var video = document.getElementById{ 'my-video');
video.addEventListener('click', function() {
video.innerHTML = '<iframe src="https://www.youtube-nocookie.com/embed/xxx?autoplay=1"></iframe>";

1)

</script>
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Get involved! 'T

A quick summary, you asked?

* Never base a business or
anything valuable on acloud ~ GHALLENGE AGGEPTED

service

* Avoid third-party services as =

often as you can

e Care about your users data
As much as if it was yours / your ar
friends / your parents data |
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Framasoft o

Thank you!
And let’s keep fighting

contributing

Antoine Duparay & Marien Fressinaud
snowcamp.io 2018
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